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1. course objectives 

The crime that happens to human in real word are happening in virtual world. 

Because of the ever pervasiveness of the cyber world in the palm or the lap of 

individual by means of a dual combo of the network and the instrument- cell 

phone/mobile phone or laptop or computer, the vulnerability of the individual- 

toddler, young or old to cyber related crime is many more times more alarming. 

Thus, understanding the nuances of cybercrime, cyber security and the internet of 

things is the need of the hour. Critical analysis of the preparedness of the state- the 

legislature, the executive and judiciary, towards the possible menace, nuisance and 

crime that could be unleashed through cybercrime needs to be addressed. Thus the 

course attempts to develop narratives and theories in matters pertaining to 

cybercrime with a global- local perspective to train students to advocate, judges, 

thinkers and policy makers regarding cyber-crime with sound knowledge of the 

society, competency and soundness in the field of cyber related crimes. 

2. tEACHING METHodoloGY 

The course will be taught on theory based, class discussion, handing out of 

assignments and seminars for holistic learning. 

3. Course Learning Outcomes 

By the end of the course students will have sound knowledge of the complex yet 

intricate aspects of IT Offences for research as well for practice as sound legal 

practitioner. 

4. COURSe EVAlUATIOn mETHOD 

The course shall be assessed for 200 marks. The Evaluation Scheme would 

be as follows: 

Internal Assessment: 70% (140 marks) 

Semester End Examination: 30% (60 marks) 

 

Sl. 

No. 
Marks Distribution 

1 Project Work 40 marks 

2 Seminar/Group Discussion 20 marks 

3 Assignment/Assessment  30 marks 

4 Mid-Semester Test 40 marks 

5 Attendance in class 10 marks 

6 Semester End Examination 60 marks 

 
 

5. detailed structure of the course (specifying course 

modules and sub-modules) 



MODULE I 

 Analysis of traditional Crimes v. IT offences/ Cyber Crime 

 Changing nature of IT offences and its Impact on Society 

 Overview of Pervasiveness of the IT Offences and the ever evolving 

world of Computer and Web Technology 

 IT offences / Cyber Crimes against Individuals, Institution and State- 

National and International 

MODULE II 

 Different offences under IT Act, 2000 

 Hacking; Virus dissemination; Logic Bombs; Denial Service Attack; E-mail 

bombing 

 Digital Forgery; Data Diddling; Software Piracy 

 Cyber Stalking/Harassment  

 MODULE III 

 Cyber Pornography 

 Phishing; Identity Theft & Credit card Fraud; Salami slicing 

 Humans Rights, the Constitution and 

Cyberspace  

MODULE IV 

 Socio- economic impacts of Cyber crime 

 Cyber Crime and Gender Dynamic 

 Cyber Crime and Juveniles 

 Social Media Platform and mob- lynching 
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